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Cryptographic protocols used for data transmission in a system with limited re-
sources are considered in the case of the distributed organization of information pro-
cessing for various operating modes. Theoretical foundations for the establishment of
a uniform key and the establishment of a session of communication are presented.
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ñØé0ï�â�Ü�ê�Þ+àôåàè&é�� Û.ì¿Ý0á�Ü
û(ß(ã0é�ñé
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Ý�â�Ü�åå(ë�þ�æ�Ü+�]ó õkë�åèíàþ@å�ì
ï0é0Ø�ì(û
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A
Û�é0ï�ì
Ý�â�Ú�ó
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ó ñØé
ã0é0è&é�â�é0Ýôà&Û�Ü�å(ã0àõ�àè�ì
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ã0é0è&é�â8$�à�ìöó
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ê�àØ�ì(ù � æ�Ü�ê"ìtÜ���étØ�ì
ï0é
ã0Þ ñØÜ¶Û�áºã�ì
Ý�â�Ü�å�ì Ý¿ã�ì
ï�â-ù Q ù� ã0é0Øé0å�ì

A
Û�é0è�ì�òÕÞÂÝ�ì
Üºã

B
òÕå�ì
åàÜwá�Ü�èØÜºã�ì
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òÉì
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Ø�ì
ê�Üºã0ØÞÙñØé
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T
Ý0ÞÂï0àØ�ì
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n � O�P&Q�9<P;:�Q Ú¿ï0à(ã�ì���û�ÚÝ�â�Úþróü�à÷áðÚÎñØé0à(òÕÝ0Ü¶Û�Ü�åàÜ�ê�Û�Ý
ë�æ�ï0é�â�ä���à�æ�ßàá�Ü�â � n = pq
û
p
à

q
á�éÕæ(Ø�ì
å(Úþwã0áðÚ�Ý�á�Ü�èØÜºã0Ü5� Ô��è�ì�ý¿Û�ÞÂ÷ÎÛ�é0è�ì�òÕÞÂÝ�ì
þwü�à÷nÝ0ÞÂï0àØ�ì
ÜºãÒá�Ü�èØÜºã

s
û.Ý
òÉì
àê�åé�ñØé0áºã0é0÷ná

n
û
1 ≤ s ≤ n − 1

û
Ý0ÞÂßàá�â�ÚÜºã

v = s2 û§ü�ý n
à�ØÜ���àáºã0ØàØ(ë0Üºã

v
ë

T
Ý�è�ìÉßÜ�áºã0Ý0Ü$á�Ý0é0Ü���été
ã0èØÞ¸ã0é���é è�â�þ`ß�ì(ù� é0é0ï
ü�Ü�åà(Ú û�ñÜ�ØÜ¶Û.ì
Ý�ì
Ü�ê�ÞÂÜ]Ý�Ø�ì
ê�è�ìöæÒè�ì�ý¿Û�é���é�Ø�ìÕë�å&Û.ì�Ó

A→ B : x = r2 û§ü�ý n;

A← B : e ∈ {0, 1};

A→ B : y = rse û§ü�ý n.

B
ñØàåàê"ì
Üºã$Û�é0è�ì�òÉì�ã0Ü�â�ä0áºã0Ý�ì$òÉì

t
Ø�ìÕë�å&Û�é0Ýû�àôñé0á�â�Ü¶Û�é0Ý�ì�ã0Ü�â�ä0åé0áºã0ä$Û�Ü�÷áºã0Ý0à÷�Ý$Ø�ì
ê�è�ìöæ

ñØé
ã0é0è&é�â�ì�àê�Ü�ÜºãôÝ0à&Û Ó�
A
Ý0ÞÂï0àØ�ì
Üºã á�â�ë�ß�ì
÷åé0Ü]ßàá�â�é

r
û
1 ≤ r ≤ n− 1

û�à�ñé0á�Þ�â�ì
Üºã
B x = r2 û§ü�ý n Ô
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A  �G���5�ª���(à&�G��|�� T B

n = pq
� }IÝ�ã���~

β, λ λ ∈ QRn

β = min
{ ������� (

λ−1
) ����� n

}{3���5�(��|�ß��Y�(���
A B�

a
� }IÝ�ã���~! 

a < n

r = a2 ����� n
→�
← e ∈ {0, 1}

� }IÝ�ã���~Û = �?>
e = 0 @ r= �?>

e = 1 @ y = aβ( ����� n)
→â = �?>

e = 0 @ r =? a2( ����� n)>BA ���(�G�;Ý�|
A
�������

(r) CD@= �?>
e = 1 @ r =? y2λ( ����� n)>BA ���(�G�;Ý�|

A
������� >

λ−1 @�CD@

�
B
Ý0ÞÂï0àØ�ì
Üºã á�â�ë�ß�ì
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e
àÒñé0á�Þ�â�ì
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A
Ý0ÞÂßàá�â�ÚÜºã

y
àÒñé0á�Þ�â�ì
Üºã Ü���é

B
ûd� Û�Ü

y = r(e = 0)
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B

é
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ã
e y2 = x2 û§ü�ý n

à�â�à
y2 = xv û§ü�ý n û¸àå�ìÉßÜ v = s2 û§ü�ý n
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Üºã0áðÚÎé
ã Q�: Û�é§Ú : ù

�kØé
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ü�ä0þÿñ(ë�ï�â�àßåé�ó��é è�â�þ`ß�ì áºã0é0Øé0åÞ
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A  �G���5�ª���(à&�G��|�� T B

s ∈R {1, . . . , q} p
 
q
� �����5}G�5�r�4��|�}IÝ��7 

q|p− 1
 

v = a−s ����� p a ∈ Zp : aq ≡ 1( ����� p)

p
 
q
 
a{3���5�(��|�ß��Y�(���

A B�
r ∈ {1, . . . , q − 1}

 
x = ar ����� p

� }IÝ�ã���~
→�
← e ∈

{

0, . . . , 2t−1
} � }IÝ�ã���~Û

y = r + se ����� q →â
x

?
= ayve ����� p

�më0áºã0ä
p
à

q
� ñØé0áºã0ÞÂÜøßàá�â�ì(û�ã�ì
èàÜøß(ã0é

p
Û�Ü�â�à(ã

q − 1
û�ñ(ë0áºã0ä

g
ñØàå�ìÉÛ�â�Üºý à(ã

Zp
û

gq = 1 û§ü�ý p
û
g
åÜ`Ø�ì
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x
û�ñØàå�ìÉÛ�â�Üºý�ì�ü�à÷
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y = g(−x) û§ü�ý p
ù
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Ý0ÞÂï0àØ�ì
Üºã�á�â�ë�ß�ì
÷åé0Ütßàá�â�é

k
û�ñØàå�ìÉÛ�â�Üºý�ì�ü�Ü�Ü

{1, . . . , q − 1}
û àîÝ0ÞÂßàá�â�ÚÜºã

r =
gk û§ü�ý p Ô�

A
Ý0ÞÂßàá�â�ÚÜºã

e = h(r, m)
ûd� Û�Ü

m
�ÿñé�Û�ñàá�ÞÂÝ�ì
Ü�ê�é0Ü]á�é0é0ï
ü�Ü�åàÜ Ô�

A
Ý0ÞÂßàá�â�ÚÜºã
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ü�Ü�åàÜ

m
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